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P16 CCC—02 Change
Control & Configuration
Management —
Outsourced
Development

3CHk[21]

P8 AIS-01 Application
& Interface Security —
Application Security

X #h[09]

SDL PRACTICE #5:
ESTABLISH DESIGN
REQUIREMENTS

ISO 27001:2013
A14.21

=89(Z[IL

Xuk21]I2. KYRELRY IR TEREL, X2 TV TSAT7UR
BEHEFRE-IT=OHOVINrITT7RFETOLER . ISecurity Development
Lifecycle(SDL)JIZH > BEEBEZERL TSI EMNBRINTIVS,

RIC<X@R21]Ic, GG BBOET Y, 3—RLEa—, RUtFa
T4 TANEBLT2F 2 TABRRESATH (V)L (SDL) RUSERREET
045, (0SA) 11 & 2##RHIAE X 1) T4IEDTOERICEST, 77
V7—2avDeF T4 ERSNSEDN ARSI TS,

F=3ER[09]IZ, TEF 1) TABAFS AT H 1)L =Security Development
Lifecycle (SDL) |IZ&kAHEF ) T4 RDEFMIC DL THIRISINTILNS,

ISO 27001 DEEBRItXaTAICEEL-FAFED-HDHE ITKOL
NTWAREHEEETIE. VIMNIITHEO—EDIRIZEITAEXa
T4 FRICBALTIX+REEBEINTWSEEZ NS,

Xik[21]

P16 CCC-02 Change
Control & Configuration
Management —
Outsourced
Development

X#k[21]

P8 AIS-01 Application
& Interface Security —
Application Security

3 HR[09]

SDL PRACTICE #5:
ESTABLISH DESIGN
REQUIREMENTS

ISO 27001:2013
A14.21

IAoOYIME BRI AT LD, RET. R RE . THIC
BOWT.BHRVATL X274 TP =T7U T DORAZEER
LET, HoEIZI 7Y G EREDTODIINT, IAY
[y 7k SDL At X(ZHEWVET, ¥4 aY Tk SDL F7AEXR
[£. T RTD Microsoft Online Services AT LIZIE# 1)
TA ;;9:7')‘/7“0)%&']’&%%?6 LUTDI7z—RX%EHEL
TWET,

:é‘j%lﬂ(i\ EEXMRMEHROPO, AL HNERZSRL T
LYo

Xak[21]I12. KVREHBY IV TEREL, EF2) TV TIATUR
BHRERE=THOHDYIITT7EHRFETOEX, [Security Development
Lifecycle(SDLJIZE> - B EEEEHEL TSI EMNHATIN TV,

BICLCRR21]IZ. G EBBOETYV Y . a—KLE 21—, RUEFa
JTATAMEETT X ) TABAESA 7Y (49)L(SDL) RUERRIES
045, (0SA) JIZ&A#EMNLEEX 1) T8O TORRIZE>T. 77
Jr—aoDtx2 ) T4 hERINSEMNHERIN TS,

F-XHR09]IZ, T2X ) T4BFES A7 A4 )L=Security Development
Lifecycle (SDL) JIZ&kAHEF ) T4 RDEFMIZDLTHIRINTILNS,

ISO 27001 DEBRERI X 1) TAIZBRELEVATLBEDRAI LI
[ RATFLEXA)TADREBR I TROSNTWREHRFEETDHE ) —
ABEDBAMBRERVVILIITREICBEALTIEI+TSZESNTIVSEE
Zbhbd,

X#k[21]

P16 CCC-02 Change
Control & Configuration
Management —
Outsourced
Development

3CHk[21]

P8 AIS-01 Application
& Interface Security —
Application Security

3 HA[09]

SDL PRACTICE #5:
ESTABLISH DESIGN
REQUIREMENTS

ISO 27001:2013
A1425,A1428

BERRIE. <100V TRUAN DY —FR/\—TFT 1 HY Dynamics 365
FTCRETBT7ZREAOT7T), BIMY—ILEFZEATBIEE. £
;L(Zﬁ'd'éﬁqzﬁﬁs B, EBEOKKZHEICTIVLELAHYE

X#k[21]12. KUREBY IR TEREL. EF2) T4V TIATUR
BHUER-THOHOYILNITHFE IO, [Security Development
Lifecycle(SDLJIZ> =B EEEEHEL TSI EMNBHRIN TV,

F=XHR09]IZ, T2X ) T4BAFES AT H 14 )L=Security Development
Lifecycle (SDL) JIZ&kAHEF 1) T4 RDEFMIZDLTHIRIINTINS,

ISO 27001 DEEBEIX a1 TAICBEELI=V AT LEEDRE| I TRD
LBNTWAREHEZEETIE N —ABOBEHREICEALTE+92E
BEShTWbEEZOND,

X#k[21]

P16 CCC—02 Change
Control & Configuration
Management —
Outsourced
Development

3CHR[09]

SDL PRACTICE #5:
ESTABLISH DESIGN
REQUIREMENTS

ISO 27001:2013
A14.25
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%95 T4V IETCIERBELISORREDH#IZFEED-OICZ. E XER21]I2. TNNARBEBHOT—BOBRENEBEIN TS E MRS XER[21] SOC2L7R—Fk
BHWGEZDEFEEAEDER»ZzBBEL. BEIELTVET . B nTha, P20 DCS-03 User Account
Bish-7atwRN—EBIE. SOC2LR—kD . Office Service Datacenter Security = [Management
Plus, 1—H—7 7t X¥EEE (New user or modification of user BICLk[21]I2, H—E RIZX T BSSLEEBAZ D EBAMNBEIEEN TLY |Equipment Identification
access, Termination access removal, Just—in—time access). HEDIBHETRINTIVS, ISO 27001:2013
Customer Lockbox At R, H—/\—#EE T O+ X (Server build- X@k[21] A1421-A1429
out process) HEIZEEEMAHYE T, F£i=. BENHESN =T XM BICSCER21]I2, RELTHOUDHEIBRALEA BEMESN TULNS B HEH P22 EKM-01
DUWTIHEEMZHKHFEDOFD ., HFEICSEHNDIEE TEESIN RN TULVS, Encryption & Key
TWEY, Management —

P SOC2LR—KZHULNT. Active DirectryZF|ALI=2—H—7 Ot X#l{#H |Entitlement
BEHRE | EBbIc L TEHINTOB LA, N
Xmr[21]
ISO 27001 DA R UHHR—rTOERIZEITEH LX) T41ICBET H5— |P28 IAM-02 Identity &
HEOEEERTROONTWSIEHREZEET S TREBICHITHIEHE M [Access Management —
#HERLE-ETOEREBIEICEALTIEHDZBEEINTWNSEEZEZAONS, Credential Lifecycle /
Provision Management

596 EEAIN TS Microsoft Online Services ¥ AT LIZx T BZE XaR[21]12, B (effective) GEBEIR S —MEEIN TS EHH | XAR[21] SOC2L7R—F — —
BlX. ARXOEEHHFIEICHRENES . COFIBICIEX. LE2L— RENTLNS, P16 CCC-01 Change |CA-46
ERZEOTOECANEENTT, Control & Configuration

FCKX#K21]12, KUYREHBY IR TEEEL. £F¥21T422 T34  |Management — New ISO 27001:2013
HM BEERRAEFEOTDOEAEFEDIEBREEZSHBELTESLY, FUORBUEFRE-IT=ODY I TRETOER, [Security Development / A1422,A1423
Development Lifecycle(SDL) JIZHEWT, VIO 7 DEERFIZIZIZEE L |Acquisition
1)) —ZXEE T A+ R (change and release management processes) 1128
BIARIELZER KU RFME (unauthorized changes and defects) JIZx{3 5% |[P16 CCC-02 Change
EA e ENEmINSEINATRINTLD, Control & Configuration
Management —
1SO 27001 DI L RTF LD EBEBRFIEIIARL—T425TF9hT+— |Outsourced
LEBZODTIVr—a> DEMBILE 2 —1(ICBT5—ENDEEKRT |Development
KON TWSEHEEETHE. ERERBICHITHMmEBERLAFRICEIL
TlIE+REBEINTWNSEEZEZ NS,

%97 Dynamics 365 Tl SharePoint Online. OneDrive for Businessé& 3 #k[34]1Z. SharePoint OnlinelZHI1FBT7AILDF VI T I MEREIZD | XHR[34] — — —
BT HILICKY . XEETEBED—TELT. N\—PaVE WTHHRESN TS, T7AINDFIIT IR
B b HIESEE IR L COVET B E T EENTHN-5E FWBIZT BHKIITTA
B.FABENI7AIIVELTRELEXEODAREHERL. S X #R[35]IZ, Word OnlinelZH 1T 5 HRIFREIZDVLTHHRIN TS, TIVERET D
FRRRTHEDNBEICLRBIGEELHYET . Ee AT e
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Word Online TXZ M
HEMERZITD
%98 £97IZEL XaR[21]I2, MBI S5—D) XU %HNZ 5= . Dynamics CRM Online 18 | X#K[21] — — —
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M. F-RAELIEHIEHATLEBIRBERNTE T THLT T r—2 30 RAIZH7F |& Interface Security —
& Al BE FELTUL VA (exist in applications, as well as in the processing Data Integrity

environment.) | §DBTREN TS,

%99 Dynamics 365IEREXEDNFEIL LX) TAHERDIZDO. F X#k[21][2. TNNARAERDFI—BDORENBHIEIN TS B A BHR S| 3CHE[21] — — -

RL—23a DIFEAEEZBEIELTLET, nTha, P20 DCS-03
Datacenter Security —
HEFk(IDynamics 365D EEEXRIZDLNT, BENE. EREIEZE BCS@k[21]I2, H—E Rt SSSLEFBAZ D BN B EE S TLY  |Equipment Identification
REHZENEFELWNESNFET, HEMNETRINTINS,
P22 EKM-01
BICKXER[21]I2. RELGTHOULOEIBRAIEA B E{E SN TLVS B HBA |Encryption & Key
RENTLVD, Management —
EA T Entitlement

P28 IAM-02 Identity &
Access Management -
Credential Lifecycle /
Provision Management
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LEd, [ZxtL T, U—ERFAER AFL—VFRE, RybT—BIEFXHKIESE | Virtualization Security —|ISO 27001:2013
—_— - o HLTWWSENBHTRSIN TS, Information System A121.3
yZ 4%k (& . Dynamics 36535k {# YR —S(ZDUVT . . Documentation
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HA=SPOEHAEREZER. flHTINENRHYET, TWAIEIZTDNWTRHEHIN TS EZMERRLT -,
ISO 27001 DEBKRIBE-RENDEE | TROOGNTLWIEHEEET D
ENY—RADEMRERE, FXMLEFRICEALTIIHFRZEBEINTILNSE
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ATV RTFLIZDODNT BRRREZEER T AR H R (T B EA e SOC2LAR—MZHENT, MEBERELATAEINERF—LIZE>TEHRIN
EAHYET, = Re TWBIEITDNWTREIN TSI EFRERELT-,
ISO 27001 DEEKIBE-RENDEE I TROHON TS EHEEET D
ENV—RDEMRERAE., FHRMGEFRIZBEALTIE+REBEINTLNSE
EZZ2bN5,

%103 AUV ITNE, FBRSINDI Y —ERDN\TA—T R EMMAM XaR[21]I12. EBEADLEMEFZIFARUMIEDI ERI PG | 3CE[21] Soc2LR—k — -
@%ﬁl;ﬁﬁ%bf~ Microsoft Online Services TV T4+ —LD (Proactive) J@%%ﬁf@%%ﬁﬁbtfsb}\ E#ﬁi}ﬁ‘éf;-&—lﬁ‘x@/ﬁjyj-—'? P33 IVS-04 CA-43
FEHIORTLDNIA—IREFTIHRIICEERL . BEAIE DRERAEDEDIZ. FBEYITORTLDN—FITT7RUVUYIFITT |Infrastructure &

LEY, (XL T H—ERFIHAE, ANL—DFIAE, Ry —0BIEE M EEE | Virtualization Security —|{ISO 27001:2013
T = B mEd 7 HLTWBEMNBARIN TS, Information System A121.3
S #&(. Dynamics 3653 #tIZ{% A vk —X0B8E Documentation
ATV RTLIZDONWT, BEEUY DT 5EEE R (TR EN F1=XK[33]IZ. Microsoft Operations Center(MOC) IZ[&. EEEIZL
HYET, THEICERZRINEHZRIOTOCADELETIUOTURNOBEEDYE - ## | XHR[33]
BEEAEe |RICHDEEF—LMNFRESNTLSENRATRIN TS, P5 Incident
Management Model
SOC2LAR—HMIHENT, MBS LA AU ERF—LIZE>TERIN
TWAZEIZTDNWTEREHIN TSI EERERLT -,
ISO 27001 D EEKIBE-RENDEE I TROONTWLEHEEET D
ENV—RADERERAE, FROGEFRIZBALTII+REBEINTLNSE
EZZ2b6N5,

%104 RAVAVYIME N=FD17 FIbT—=0, T—EEL5—D% XHER[21]1Z, BCPTERE SN 1=1B |BE ] B R4 > T, MicrosoftiIZkUE | XHk[21] SOC2LR—Fk — —
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