HRiEI(T [Office 365 ] Xiha

==

B3

Fa )T D P UV R (FISCEQRRMET)
SRR 2020F1 8318



]
TFa T UIPLIYAOHE (1)

BERMEQIT IS0 FY—EXXmEFa T U PLU YR EE?

TFE, D20 T —ERAEIRRICERULDDHD., KREE, PEEZE, DINEREOKRRBZEIRAY—=VIZHL)
CTEHSNTNET, 212l ERERCRNTE, ERTOESEBIPOREVY 177/, NniEAAEAIEHR
YAV — (FISC) O IERIEEEI Y E 2 - IRXTADRZEXIREE] (UTF. [FISCZEXRE
] EWND, ) BFOEEDNDD., ZNOZEWICSRITNIEERATO SO FERAIDICEEFEH UNESNTNEK
¥

ZCTC ERMERICRITDIDUID Y -—EXORNEHIBEZBENE U, FISCEZEXIREENDSIRBEICXIL T,
XRET DI DD FT—EXOIMANRZMER « BIEULHKREZ., CCTR ERMEEBRITO S0 R —EXXI
LFa1UTrUITPUYRI CRATHNEY,

X TFISCZREXNREE] FERMBHRIY AT LAEYS— (FISC) OHIIFIMTI,
FISCZEXIREEDBBEDEHIC DUV TIIFISCHOMEBEZFT CHDET,

B EREIEIDIT [Office 3651 xitFa T UIPLUIYREE?

SOOI DRI DT [Office 365] xtmtzFa' )7L YR (FISCEOMENET) UM,
[Office 365xTMtzFa2 T TP LU YR] E0VD, ) [ Microsofttt DO S0 R —EXTHD [Office
365] [CBELUT, FISCRZEXIRE®RE (FIMRAE]) DBEBICXT T DXIIMINREZERELICEDTT,
BEL. FASH=HSEHR. BAREIRIIYZATAIKAEHH., FUY RV DO0KASH, RS
FIXERRKIUBASSHKASHNER L. FISCZEXIREEDRIEE (RHIEE2 cIBB, RIFEE1 441588,
SEEEE1 3T7EB. EEREE1IER) OFNBZNICDNTHER « BI2LFE UL,



]
TFa T UIPLIYADOHE (2)

BOffice 365xIMtzFa VT TP LY ADRELSD

Office 365xIMTEFa )T+ U I P U YR, TritEREEE (RIAE) H'B50ffice 365&FA LIZD., SIS
E AT LAAUTITU—=E) EH0ffice 365EFEA LU CERIMESICH —EXEFRIE T DIFEIC. FISCZEXT
REECEDLDICBELODDNDZZIIF TV IIIRACHDOY—ILELUTRIARATBACEERE L TCULET,

Office 365xIMTEZF 21T« 'J I P UV RTII. FISCREXTHREEDEEE (BFE5EH) ICXT LT,

[FISCZEXITRESE (FEORRNE]) ICXT T DMicrosoftDBAZ] . [Office 365ICHITDxT] ( TFISCZZEXT
REEANDBEM] . TKBETHERULLCAS) . TERUCLEXE] . [FE=BRISHOERULCAB |«

[Microsoft\D« AL 1 —THEzRUICANS] ) . SIS « AEBTUREXIN] &R0 TCUET,

FABEOSIHSEEN [SIEEE - RS TUREXIM] ([CHUEXMZEBSHERTDCEE. [Office 365
[CRITDXIM] [CHURIKRO@IEDMBRICKD., FISCEZEXIREECBE TCE=DESZTCNET,

XKAECF2UTUDIDPUVRE €Fa2UTUTPUYR (FISCEOM) [T, HOMKETICH DIEFCHIA
ZNIA DRI TR L CTVET,

BOffice 365XIMtEFa1'UT 1 JIT P LY ADMAEFFEIC DT
Office 365xIMitFa1UT+ U 7LV RIL [EEIMEBAIT [Office 365) xiMitt+a )T+ TP L Y2
(FISCE# ORRAET) MAFFERMNE) (UT. TMAFFHERNE] ) ZHid. TORBICERE UIZTINHICRIFA
s U CNE T, SFISRIRREEFIC DN TR, Office 365 zF1' T 1D 7 U Y AE@BICARETN
SHRFFERNEZCEIZSUN,



]
Office 365xuIMtEF )5 1T 7 L2 ADFHMHTI

Office 365xitzF+ 2T« UD P UV RICIE, FISCEZEMRELENSEBICXT U T, MTFORICH UZIEEDSGEH SN TNET,

FISCZEXITREEDIES [ERIMEEIE IV E 1 — A IYAT ADOLZEXRERE | ([Coanc MNBE ZicsE e,
FISCZE X1 REXEIC XTI DMicrosoftdD Rz FISCZEXIHREEDESEINEBEB C & ThMicrosofttt DR ELE, LI,
FISCZEXITREENDBES M (FREBETHERULEAS] B50IC ISIEES - FABS THUEREXTN] NSFISCEZEXTREEN

DBESEZRODETEIE UL,
B& sl Ofﬁoe S65MDINRICIA T, SIEES - MASENMEEXNZITDOCETE

=1EIEN
XTI Office 365ICRITDXIMDXTRINTH D, HBIC U TSIEES « RABHY
o
ZKEEE—C\EEUM L/7_ |79A $§E§—CEEUIU L/fOfflCe 865@)(]‘}4_47(/%.
Office 365 WESRICHDIE D TSI, REXEDMESR. E=Bansl SN ODESRICHIIZ T, Microsoft#tCXid D
~ - 42 —DARBZEALZ.
[CRIT DX
T
UL E WESRICIER UL Y ENDSRZSCEH LT,
XS SICXIN T DRBEXNEDBRIE SRYXE A~ [ChUE,
% BRSNS ERUIZAS Office365N0 NS BHDE=B I D5 LI RN S XTI R ZiER LI NS &S0 E LTS,
SRULCE=BRNFDBRIE SRYXER ] [CRUE,
Microsoft\MD-1 P2 —T  MicrosoftttlCXi g D1 VA 1 —[CKRDER UICABZEcE LIc,
ERUICRS
SIEEE - MRS TUERXTIN FISCZEXIEREE(CBE I DEHIC, SIEES - RS TOXRNMMNUBIRIBBEICDINT, ZODXY

RblZEm U,

*x1 | FEBREISFDOXEIIMicrosoft DT —E X S X FN—%)U (htto//aka.ms/sto) B AFTJAEE,

4


http://aka.ms/stp

I

/N"

\

04

05

o6

or

o8

09

10

»|

NENXS A (1)

Microsoft Azure Responses to Cloud Security Alliance Consensus Assessments Initiative Questionnaire v3.0.1
https://gallery.technet.microsoft.com/Azure-Responses-to-CSA-46034a1 1

Azure TF 251 DR
https://docs.microsoft.com/ja-ip/azure/security/azure-security

Azure DESILOBE
https://docs.microsoft.com/ja-jp/azure/security/security-azure-encryption-overview

Microsoft 2250k —EXERY FDO—=D Fa )5«
https://docs.microsoft.com/ja-ip/azure/best-practices-network-security

Azure Active Directory N—&)LDEE PP IT 1+ EFT+ UIN—
https://docs.microsoft.com/ja-ip/azure/active-directory/active-directory-reporting-activity-audit-logs

Microsoft Azure Security Response in the Cloud
https://gallery.technet. microsoft.com/Azure-Security-Response-in-dd18c6 78

Azure Active Directory M/N270 — Rk ¥ — EHFIRR
https://docs.microsoft.com/ja-jp/azure/active-directory/authentication/concept-sspr-policy

Azure DT = EFaUT 1 EBSIEONRZA TS5 12
https://docs.microsoft.com/ja-ip/azure/security/azure-security-data-encryption-best-practices

Security Development Lifecycle
https://www.microsoft.com/en-us/sdl

Azure Security Center & (&
https://docs.microsoft.com/ja-ip/azure/security-center/security-center-intro
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EFETCEXDT 57 RMicrosoft Azure DEFa T« TS5A4/\V—, DVTSAPIUR
https://info.microsoft.com/JA-Azure-CNTNT-FY 15-06Jun-MS-Azure-security-privacy-compliance.html

Azure =Y 3
https://azure.microsoft.com/ja-jp/global-infrastructure/regions/

N OO0V REERTEREOSNITO—/NILRY FD—=DZ2EDKDICHEELTNDDN

https://blogs.technet.microsoft.com/mssvromij/2017/05/01/how-microsoft-builds-its-fast-and-reliable-global-
network/

FISCZEXIRESE FEOhR BSERAS MhIEE/ BEEER
(Compliance Companion for Japan FISC Guidelines vO - Japanese)
https://servicetrust. microsoft.com/ViewPage/ TrustDocuments

24 —EXEMHE (OST)
https://www.microsoft.com/ja-jp/licensing/product-licensing/

N1O0VD RDOT—HER
https://www.microsoft.com/ja-jp/trustcenter/privacy/where-your-data-is-located

Azure Multi-Factor Authentication &3
https://docs.microsoft.com/ja-ip/azure/active-directory/authentication/multi-factor-authentication

Site Recovery [CDU\YT
https://docs.microsoft.com/ja-ip/azure/site-recovery/site-recovery-overview
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Microsoft Office 365 Mapping of Cloud Security Alliance Cloud Control Matrix 3.0.1
https://www.microsoft.com/en-us/download/details.aspx?id=50726

Encryption in the Microsoft Cloud
https://www.microsoft.com/en-us/download/details. aspx?id=55848

Azure AD B2C: /N2 — ROBEMSDBHEEKT D
https://docs.microsoft.com/ja-ip/azure/active-directory-b2c/active-directory-b2c-reference-password-complexity

ldentity and access management
https://www.microsoft.com/ja-jp/trustcenter/security/identity

Azure AD B2C: /INAD — ROBMSDBHEHEHKT D
https://docs.microsoft.com/ja-ip/azure/active-directory-b2c/active-directory-b2c-reference-password-complexity

How to check Office 365 service health
https://support.office.com/en-us/article/how-to-check-office-365-service-health-932ad3ad-533c-418a-b938-
6e44e8bc33b0

CFa )T+ EDVTS+A PR Office 365
https://technet.microsoft.com/ja-jp/library/dn887214 aspx

Cloud Operations Excellence & Reliability
http://download.microsoft.com/download/E/3/0/E30B17E4-E70OD-41E3-83E1-
C22B767AT6BC/Cloud_Operations_Excellence_Reliability_Strategy_Brief.pdf

T714ILDF TV DI PIREMRBICTDEIDICOSA TSI EHREITD
http://office.microsoft.com/ja-ip/office365-sharepoint-online-enterprise-
help/HA103455685.aspx?CTT=5&origin=HA102772148

Word Online TXEDHBEIFEZTTD
http://office.microsoft.com/ja-ip/web-apps-helo/HA102506009.aspx?CT T=5&origin=HA102785873
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Office 365 BBz —DOPOFT1EFT+« UIn—k
https://support.office.com/ja-jp/article/ Odedfb1 7-8582-4172-a9a9-aed 798150263

Securing the Microsoft Cloud

32 http://download microsoft.com/download/D/5/E/DS5EOES9OE-BSBC-4D08-B222-
8S8BE36B233508/Securing_Microsoft_Cloud_Strategy_Brief_.pdf
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ISO 27001:2013
01 |so Reports / Azure - ISO 27001 and 27018 Assessment Report - 11.2.2017

SOC2UIN—
02 soc Reports / Azure & Azure Government SOC 2 Type 2 Report (2017-04-01 to 2018-03-31)

FedRAMP System Security Plan
03  FedRAMP Reports / Azure - FedRAMP Moderate System Security Plan v3.02

ISO 27001:2013
04 50 Reports / Office 365 - ISO 27001, ISO 27018, and ISO 27017 Audit Assessment Report Year 2017

SOC2UMN—
05 soc Reports / Office 365 SSAE 18 SOC 2 Type Il Audit Assessment Report 2017
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